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@oilcom

Notice of Security Breach

From: v oiep"

_
-

Date: Oct 31, 2023 6:36:45 PM

We, SingularityMD have included a few relevant parties directly and a selection of principals on cc.
Your overall approach to cyber security is too relaxed.

We have illegally accessed your network and downloaded the following:

o Staff phone, home addres es, title and a few other detail

e Parent and Student contact information (past and present) - 90,000 students

¢ Student school email addresses, emergency contacts name, phone and email, student birthdates - 90,000 students

e Full backup of your IT project management directory (this includes past and present projects, lots of confidential information and system
configuration )

e Accessed the Follet FTPS from the project management directory and downloaded a full student list (outdated). We already have this
through your other systems such as infinite campus.

e Some financial documents

e Extract from Group conver ation (Golden HS Staff and Admin 2000 conver ation and file )

e Full extract of IEP's (Individualized Education Program) as at 2020

We strongly suggest you read of our previous work
about-hack-and-stolen-data/
o https://www.databreaches.net/hackers-escalate-leak-200k-ccsd-students-data-claim-to-still-have-access-to-ccsd-email-system/

Either you can pay a fee for di posal of the tolen information or it will be uploaded and made broadly available

This cyber breach has not been politically motivated in any way, and is viewed by us as a business transaction. We are the same team as
behind Clark County School District on the 5th October. They chose not to pay, we are eager for an opportunity to prove that we will

de troy the document on payment a you will not be the la t organization we work with Due to the above factor the fee for di po al in
this instance, has been reduced to be far below what it should be.

Proof of Life
e Thi i an~1GB ample of the full data et whichi ~40GB of data
We have uploaded the proof of life sample to

The Consequences
Should you choose not to pay us:
All information will be uploaded to the dark web, and to the internet (repeatedly) in an easily dige tible format
. Included information about poor security practices on your part will be specifically mentioned in a top-level readme file.
. Using all the Contact information available from your network, every affected parent and staff member will be emailed with this
information and links to this data leak with suggestions of a class action.
4 New and media will be informed
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The Compromise
One time payment of US$15k in Monero (XMR) within 7 days (by Spm on the 7th of November).
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Monero address to send to:
- |
Upon receipt of payment we

e We will destroy/dispose of all the information we have retreived from your network.

e We will provide full details of how we infiltrated your network and managed to retreive all of this information.

e Optionally we can upload the full dataset to you prior to disposal.

e Optionally we can additionally provide a recording of the file being removed and ecurely deleted

o Optionally we can also provide a set of security recomendations and highlight where software you use as a school district has fundamental
security flaws.

We eagerly await your re pon e Should we be unable to acces thi mailbox for any rea on we will reach out from another account The
Monero address for payment will not change.

Please provide us the details of your designated contact, for us, for this process.





