

                 





Business Associate Agreement
This Business Associate Agreement (“BAA”) is entered into as of and is in effect as of __6-15-2009___ (“Effective Date”) by and between  Kaiser Foundation Health Plan, Inc. (“KP”), on behalf of KP OHCA, and. Stephan Dean (DBA SURE FILE) (“Business Associate”).  

RECITALS
A. KP provides certain Protected Information (as defined below) to Business Associate in the course of the parties’ business relationship.

B. In order to protect the privacy of the Protected Information and to comply with HIPAA and the HIPAA Regulations (as defined below), KP and Business Associate desire to enter into this BAA setting forth the terms and conditions of disclosure of Protected Information.

In consideration of the mutual promises set forth below, the parties agree as follows:

1. 
DEFINITIONS

1.1 General Rule.  Capitalized terms not otherwise defined in this BAA shall have the same meaning as those terms in the Privacy Rule and the Security Rule.

1.2 “HIPAA” means the Health Insurance Portability & Accountability Act of 1996, P.L. 104-191.

1.3 “HIPAA Regulations” means the regulations promulgated under HIPAA by the U.S. Department of Health and Human Services, including but not limited to, the Privacy Rule. 

1.4 “KP OHCA” means the Organized Health Care Arrangement formed by the entities comprising Kaiser Permanente’s integrated health care organization in each of its regions as listed below.  Each of the KP OHCA organizations listed below is a Covered Entity under HIPAA, and all are parties to this Agreement, by virtue of their participation in the OHCA: 
1.4.1 Northern California OCHA – Kaiser Foundation Health Plan, Inc., Kaiser Foundation Hospitals, The Permanente Medical Group, Inc.;
1.4.2 Southern California OHCA - Kaiser Foundation Health Plan, Inc., Kaiser Foundation Hospitals, the Southern California Permanente Medical Group;
1.4.3 Hawaii OHCA - Kaiser Foundation Health Plan, Inc., Kaiser Foundation Hospitals, the Hawaii Permanente Medical Group;
1.4.4 Northwest OHCA – Kaiser Foundation Health Plan of the Northwest, Kaiser Foundation Health Plan, Inc., Kaiser Foundation Hospitals, Northwest Permanente Physicians and Surgeons, P.C., the Permanente Dental Associates;
1.4.5 Colorado OHCA - Kaiser Foundation Health Plan of Colorado, Kaiser Foundation Health Plan, Inc., Kaiser Foundation Hospitals, the Colorado Permanente Medical Group;
1.4.6 Ohio OHCA - Kaiser Foundation Health Plan of Ohio, Kaiser Foundation Health Plan, Inc., Kaiser Foundation Hospitals, the Ohio Permanente Medical Group;
1.4.7 Mid-Atlantic OHCA - Kaiser Foundation Health Plan of the Mid-Atlantic States, Kaiser Foundation Health Plan, Inc., Kaiser Foundation Hospitals, the Capitol Area Permanente Medical Group; and
1.4.8 Georgia OHCA - Kaiser Foundation Health Plan of Georgia, Inc., Kaiser Foundation Health Plan, Inc., Kaiser Foundation Hospitals, the Southeast Permanente Medical Group.
1.5 “Privacy Rule” means the Standards for Privacy of Individually Identifiable Health Information, codified at 45 CFR parts 160 and 164, Subparts A and E, as currently in effect.

1.6 “Protected Information” means Protected Health Information, as that term is defined under the Privacy Rule, including by not limited to, 45 CFR Section 160.103, provided by KP to Business Associate, or created or received by Business Associate on KP’s behalf.

1.7 “Security Rule” means the Standards for Security for the Protection of Electronic Protected Health Information, codified at 45 CFR parts 160 and 164, Subpart C.

2. 
OBLIGATIONS OF BUSINESS ASSOCIATE

2.1 General Requirements.  Except as otherwise limited in this BAA, Business Associate may use or disclose Protected Information to perform functions, activities, or services for, or on behalf of, KP as described in Exhibit A, attached hereto and incorporated herein, provided that such Use or Disclosure would not violate the Privacy Rule if done by KP. Business Associate agrees to comply with all applicable HIPAA Regulations.

2.2 Uses Permitted By Law.  As permitted by the Privacy Rule, Business Associate may use or disclose Protected Information: (a) as is necessary for the proper management and administration of Business Associate's organization, or (b) to carry out the legal responsibilities of Business Associate.
2.3 Data Aggregation.  Business Associate may provide Data Aggregation services relating to the Health Care Operations of KP.

2.4 Disclosures to Agents and Subcontractors.  Business Associate shall ensure that any agent or subcontractor to whom it provides Protected Information agrees in writing to the same terms set forth herein regarding the Use and Disclosure and security of Protected Information. Business Associate shall terminate its agreement with any agent or subcontractor to whom it provides Protected Information if such agent or subcontractor fails to abide by any material term of such agreement. 

2.5 Safeguards.  Business Associate shall implement and use appropriate safeguards as necessary to prevent the Use or Disclosure of Protected Information in any manner that is not permitted by this BAA.
2.6 Notice of Prohibited Uses or Disclosures.  Business Associate shall provide written notice to KP of any Use or Disclosure of Protected Information that is in violation of this BAA, the Privacy Rule, or other applicable federal or state law within five (5) business days of becoming aware of such Use or Disclosure.  Business Associate shall also notify KP in writing within five (5) business days of receipt of any complaint that Business Associate receives concerning the handling of Protected Information or compliance with this BAA.

2.7 Mitigation.  Business Associate shall mitigate promptly, to the extent practicable, any harmful effect that is known to Business Associate of a Use or Disclosure of Protected Information by Business Associate in violation of this BAA, the Privacy Rule, or other applicable federal or state law.

2.8 Access and Amendment.  To enable KP to fulfill its obligations under the Privacy Rule, Business Associate shall make Protected Information in Designated Record Sets that are maintained by Business Associate or its agents or subcontractors available to KP for inspection, copying or amendment within ten (10) days of a request by KP.  If an Individual requests inspection, copying or amendment of Protected Information directly from Business Associate or its agents or subcontractors, Business Associate shall notify KP in writing within five (5) business days of receipt of the request, and shall defer to, and comply with, KP’s direction in a timely manner regarding the response to the Individual regarding the request for inspection, copying or amendment.

2.9 Accounting. Business Associate shall implement a process for recording certain Disclosures of Protected Information by Business Associate (“Accounting Information”) in order to enable KP to comply timely with its obligations under the Privacy Rule including, but not limited to, 45 CFR Section 164.528.  At a minimum, this Accounting Information shall include for each such Disclosure recordation of (a) the name and date of birth of the Individual whose Protected Information was the subject of the Disclosure; (b) the date of Disclosure; (c) the name and address of the recipient of the Protected Information; (d) a brief description of the Protected Information disclosed; and (e) a brief statement of the purpose for the Disclosure that would reasonably inform the Individual of the basis for the Disclosure.  Within ten (10) days of notice from KP of a request for an accounting of Disclosures of Protected Information, Business Associate shall make available to KP this Accounting Information.  If an Individual requests an accounting directly from Business Associate or its agents or subcontractors, Business Associate must notify KP in writing within five (5) business days of the request, and shall defer to, and comply in a timely manner with, KP’s direction regarding the response to the Individual regarding the request for an accounting.

2.10 Government Officials.  Business Associate shall make its internal practices, books and records relating to the Use and Disclosure of Protected Information available to the Secretary of the U.S. Department of Health and Human Services (“Secretary”) for purposes of determining KP’s compliance with the Privacy Rule.  Business Associate shall notify KP regarding any Protected Information that Business Associate provides to the Secretary concurrently with providing such Protected Information to the Secretary, and upon KP’s request, shall provide KP with a duplicate copy of such Protected Information.

2.11 Insurance and Indemnity.  Business Associate shall maintain or cause to be maintained sufficient insurance coverage as shall be necessary to insure Business Associate and its agents or subcontractors against any claim or claims for damages arising under this BAA.  Such insurance coverage shall apply to all site(s) of Business Associate and to all services provided by Business Associate or its agents or subcontractors under this BAA.  Business Associate shall indemnify, hold harmless and defend KP and its affiliated entities from and against any and all claims, losses, liabilities, costs and other expenses (including reasonable attorneys’ fees and costs, and administrative penalties and fines) incurred as a result of, or arising directly or indirectly out of or in connection with any act or omission of Business Associate, its agents or subcontractors, under this BAA including, but not limited to, negligent or intentional acts or omissions. The indemnification obligation of Business Associate shall survive termination of this Agreement.

2.12 Security Rule Requirements.  To the extent that Business Associate creates, receives, maintains, or transmits electronic PHI, Business Associate shall also implement administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of any electronic Protected Information that may be transmitted in conformity with the requirements of the Security Rule.

2.13 Reporting of Security Incidents.  If the Business Associate creates, receives, maintains, or transmits electronic PHI, Business Associate shall appropriately report any security incident, as defined by the Security Rule.

2.14 Mitigation of Security Breaches.  Business Associate shall mitigate promptly, to the extent practicable, any harmful effect of a security incident for which Business Associate is responsible, or of which Business Associate is aware, that involves electronic Protected Information and is in violation of this BAA, the Security Rule, or other applicable federal or state law.

3.  
OBLIGATIONS OF KP

3.1 Notice of Privacy Practices.  KP shall notify Business Associate of limitation(s) in its notice of privacy practices in accordance with 45 CFR Section 164.520, to the extent such limitation affects Business Associate’s permitted Uses or Disclosures.

3.2 Individual Permission.  KP shall notify Business Associate of changes in, or revocation of, permission by an Individual to use or disclose Protected Information, to the extent such changes affect Business Associate’s permitted Uses or Disclosures.

3.3 Restrictions.  KP shall notify Business Associate of restriction(s) in the Use or Disclosure of Protected Information that KP has agreed to in accordance with 45 CFR Section 164.522, to the extent such restriction affects Business Associate’s permitted Uses or Disclosures.

3.4 Prohibited Requests.  KP shall not request Business Associate to use or disclose Protected Information in any manner that would not be permissible under the Privacy Rule if done by KP.

3.5 OHCA.  The provisions of this BAA regarding the obligations and rights of KP, and the obligations owed by Business Associate to KP, shall be deemed to extend to every entity in the KP OHCA as if each such entity was a party to this BAA.

4. 
TERM AND TERMINATION

4.1 Term. This BAA shall commence as of the Effective Date and shall continue in effect unless and until terminated by KP under this Section 4.1 or Section 4.2, below.  KP may terminate this BAA, without cause, on five (5) days’ prior written notice to Business Associate.

4.2 Termination for Cause.  If KP determines that Business Associate, or any of its agents or subcontractors, has breached any material provision of this BAA, which may include a pattern of activity or practice that constitutes a material breach, then KP, in its sole discretion, may (a) notify Business Associate of the material breach and request that it be cured; (b) terminate this BAA and KP’s business relationship with Business Associate immediately or upon such notice as KP may determine; or (c) report the material breach to the Secretary of the Department of Health and Human Services, if KP determines in its sole discretion that termination of its business relationship with Business Associate is infeasible.  In the event that KP notifies Business Associate of the material breach and requests that it be cured under (a) above, but KP subsequently determines in its sole discretion that Business Associate has failed to cure the material breach to the reasonable satisfaction of KP, then KP may in its sole discretion follow the procedures set forth in (b) or (c) above without further notice.   

4.3 Effects of Termination.  Upon termination of the business relationship between the parties and/or the BAA for any reason, Business Associate shall, at KP’s direction, return or destroy all Protected Information that Business Associate or its agents or subcontractors still maintain in any form, and shall retain no copies of such Protected Information.  Upon KP’s request, Business Associate shall certify in writing that such return or destruction has occurred.  If Business Associate determines that return or destruction is not feasible, Business Associate shall explain to KP in writing why conditions make the return or destruction of such Protected Information not feasible.  If KP agrees that the return or destruction of Protected Information is not feasible, Business Associate shall retain the Protected Information, subject to all of the protections of this BAA, and shall make no further Use or Disclosure of the Protected Information, except as for those purposes that make the return or destruction of the Protected Information not feasible.  In any event, upon termination of the business relationship between the parties and/or the BAA, Business Associate shall retain for no less than six (6) years the Accounting Information compiled by Business Associate pursuant to section 2.9 of this BAA, and shall make such Accounting Information available to KP within five (5) business days of a request.

4.4 Survival.  The obligations of Business Associate under this Article IV shall survive the termination of the business relationship between the parties and/or the BAA.

5. 
MISCELLANEOUS

5.1 Assistance.  In the event of an administrative or judicial action commenced against KP where Business Associate may be at fault, in whole or in part, as the result of its performance under this BAA, Business Associate agrees to defend or to cooperate with KP in the defense against such action.

5.2 Subcontracts and Assignment.  Business Associate shall not subcontract its obligations, assign its rights, or delegate its duties under this BAA without the express written consent of KP.

5.3 Amendment.  If any modification to this BAA is required for conformity with federal or state law or if KP reasonably concludes that an amendment to this BAA is required because of a change in federal or state law, or by reason of KP’s status as a business associate of another covered entity, KP shall notify Business Associate of such proposed modification(s) (“Required Modifications”). Such Required Modifications shall be deemed accepted by Business Associate and this BAA so amended, if Business Associate does not, within thirty (30) calendar days following the date of the notice, deliver to KP its written rejection of such Required Modifications.  If Business Associate submits a written rejection of the Required Modification, KP may terminate its business relationship with Business Associate upon thirty (30) days written notice, or such longer period as may be required by law.  Other modifications to this BAA may be made on mutual agreement of the parties.

5.4 Business Relationship.  Except as specifically required to implement the purposes of this BAA, and except to the extent inconsistent with this BAA, all terms of the business relationship between the parties shall remain in full force and effect.  In the event of a conflict between the terms of the business relationship between the parties and this BAA, this BAA shall control.

5.5 Ambiguity.  Any ambiguity in this BAA relating to the Use and Disclosure of Protected Information shall be resolved in favor of a meaning that furthers the obligations to protect the privacy and security of the Protected Information, whether electronic or other medium, in accordance with the Privacy Rule.

5.6 Compliance with other Laws.  In addition to HIPAA and all applicable HIPAA Regulations, Business Associate shall comply with all applicable state and federal security and privacy laws.

5.7 Third Party Beneficiaries.  Except as expressly provided for in this BAA or the Privacy Rule, there are no third party beneficiaries to this BAA.

5.8 Counterparts.  This BAA and any exhibits hereto may be executed in one or more counterparts; each counterpart shall be deemed an original.

5.9 Notices.  All notices required or permitted to be given under this BAA shall be in writing and shall be sufficient in all respects if delivered personally, by nationally recognized overnight delivery service, or by registered or certified mail, postage prepaid, addressed as follows:

	If to KP:

Mr.  Jules B Parent

Kaiser Foundation Health Plan, Inc

393. East Walnut Street

Pasadena, CA 91188_

With a copy to: 

National Supplier Relations

Kaiser Permanente - Procurement & Supply

12254 Bellflower Blvd.

Downey, CA 90242

Fax: 562.658.2746

Attn: Pat Schow
	If to Business Associate:

_SureFile                                            _
_43915 Campo Place, Indio CA 92203__ 

Attention: __Mr. Stephan C Dean     ___ 




Notice shall be deemed to have been given upon transmittal thereof as to those personally delivered, upon the first day after mailing as to those sent by nationally recognized overnight delivery service, and upon the third day after mailing as to those sent by United States Mail.  The above addresses may be changed by giving notice in the manner provided for above.

                 IN WITNESS WHEREOF, the parties hereto have duly executed this BAA as of the date set forth below.

	Kaiser Foundation Health Plan, Inc 
	 BUSINESS ASSOCIATE:_ Sure File DBA Stephan Dean

	By: _____________________________________
	By: _______________________________________

	
	

	Name: ___________________________________
	Name: ____Stephan C Dean                __________

	
	

	Title: ____________________________________
	Title: _______Owner_________________________

	
	

	Date: ____________________________________
	Date: _______06/24/2009____________________


EXHIBIT A
Business Associate Agreement
 [
1. Description of Business Relationship between KP and Business Associate:  

Stephan Dean (DBA SURE FILE) will have access to PHI from the Medical Center(s) or will be supplied to this supplier electronically.  Stephan Dean (DBA SURE FILE ) representatives may have direct or indirect access to PHI while they are performing scanning services. 
2. Permitted Uses and Disclosures of Protected Information by Business Associate:

Stephan Dean (DBA SURE FILE) representatives may view PHI data has required in performance scanning services   The PHI data may not be recorded, retained or transmitted to other parties other than KP in any manner.   
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