APPENDIX

X
ey

astoria company - 300m
No reviews, be the first!

Producer: shinyhunters - 5.0 )

Price: $250000.0 | cAp 326550.0 | EUR 211175.0 | GBP
188175.0 | RUB 18856925.0 | AUD 343325.0 | NZD 371975.0

Third Stage of dumps!

Data Includes: Name, email, IP adddress, DOB, address, SSN -
social security numbers (approximately 40m SSN), thousands of
lead fields including driver information, vehicle VINs, auto
accidents, medical history, income, property value, insurance
information, family information, education, and much more.

contact: shinyhunters@xmpp.gg

Refund Policy

None

Figure 1 DarkOde listing by "shinyhunters" asked USD $250,000.00 for Astoria Company - 300m
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SOLD! [100m USA DB] Astoria Company (with SSN, Bank Accounts, DOB, IP)

3- February 14,2021 a1 08:53 PM

Thread Closed

P seller13

-
n

Feb 202

sample

Sample2 - Proof of Valid Data

Partial Table List and Record Count

Price: 3 BTC
Serious buyers only.

Figure 2. “Seller13” listed Astoria data for sale for 3 BTC on Raid Forums on February 14. It would later be updated
as “SOLD!” on February 19.
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S SELLING: 100m U.S. consumers SSN, bank account, DOB, Mobile, IP

By Seller13, February 15 in [Spam] - mailings, databases, responses, mail-dumps, software

Selleri3 Posted February 15 {edited)
byte
™ Selling: [100m] USA database - Astoria Company
S Greets to @ShinyHunters for the hack
Total Users: 100m U.S.

Paid registration Fields: Mame, Email address, date of birth, address, mobile, IP address for all users.
o :.t Also for most user: Social security numbers and checking account and routing numbers, drivers license number, vehicle v
3 posts
Joined

02/15/21 (ID: 114098) Total size: 1TB

Activity

xakuHr [ hacking

Sample Data (from one table - all tables are different)
Database Tables

Total Tables: 300+

Partial list of DB tables:

bol_client_transaction_details 58,821,656
clientpp_detail 2,452
clientpp_detail_backup_2018_11_01 1,226
clientpp_detail deleted 217

clientpp_lead_detail 1,762,199
clientpp_lead_ping_detail 509,401
clientpp_lead_post_detail 21,240
client_fixed_price 242,430
client_insurance_company_mapping 25,569
client_insurance_company_mapping_copy 16,286
client_insurance_company_mapping_copy_2019 16,111
client_vendor_setting 64,130

client_zipcodes 54,833

data_autoInsurance OLD 550,092

Figure 3. "Seller13" listed Astoria data for sale for 5 BTC on Exploit.in on February 15. The contact Jabber provided
was Seller13@xmpp.ae
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SELL: Astoria Company (U.S. Leads with SSN and Bank Account)

AVATAR
Mponaw fakkee oT KOMNaHue Astoria,

JanHeie eknouaroT 100 munauoroe xuteneid CLIA ¢ umeHamy, 3neKTpoHKOA NouTol, agpecom, |P-agpecom, TenedoHom v T. [,
WorldWideTech
pRy-ANcK

ManbsosaTens

Mar6, 2021 | Ilena 4 BTC.

40 raunnnonoe goanapos CLUA eknouaT Hovepa counansHoro cTpaxoeaua u MOJHbBIM Sankoecknii cuet 8 CLUA (Hazeaxue GaHKa, CUST, MApLWPYTHeIA Homep).

ToNLKC CepRe3HEIE MPELNOKEHNA.

| sell data from the Astoria company.

The data includes 100 million US residents with names, email, address, |P address, telephone, etc,

US 40 million includes Social Security numbers and FULL US bank account (bank name, account, routing number).
Price 4 BTC.

Only serious suggestions.

Contact: selleri3@xmpp.ae

Figure 4. "World Wide Tech" listed Astoria data for sale on March 6 on XSS.is. The contact Jabber provided was
Seller13@xmpp.ae

saL Astoria Company - A Message to your CEO
by seller13 - Mar 7:30 AM

@seller13

Your claims:

Feb2021

Our Proof Of Your Lies

Figure 5. "Seller13" sends a message to Astoria's CEO, claiming that they exfiltrated the data via SQL commands.

Partial image.
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Astoria breach New Reply
by ShinyHunters - April 04,2021 at 02:36 AM

Pages(2: 1 2 Nexts

#

v
S ShinyHtntecs A rumor ha: ead follo S We are here to confirm that ShinyHunters i 3 o h. @® seller13 is just

anothel am e ert for being thil

#vinnydidnothingwrong

GOD User

D

Apr2020

1 YEAR OF SERVICE

%

Figure 6. ShinyHunters denies involvement in Astoria incident and claims that Seller13 is really Troia.

&0 Astoria Company - Partial Leak

Watch

AVATAR 5
CeroaHA A NPeACTaBAAKD BaM YaCTUYHYHO YTeUKy AaHHLIX KOMNaHuK Astoria. Ta yTeuka BKAIOYaET B cebA MHOXECTBO TabaML, B3ATLIX 13 Basbl AaHHbIX Astoria, B TOM YMCie HeKOTOpbie

UACTUYHbIE NONB30BATENLCKME TABAMLIbL

Astoria 3aqBAA€T, UTO HALWW AAHHEIE ABNAKITCA NOAALBHLIMM. 3TO 0K33ATENLCTBO TOMD, YTO Mbl M3BNEKM A3HHBIE M3 WX C1AD0R KOHGUIypauwm SQL

Hacnaxpaarteca!

Figure 7. "Firefly13" offers some of the Astoria data for free on XSS.is. Russian version.

@ Astoria Company - Partial Leak

& Firefly13 - © Apr &, 2021

Apr 8, 2021

AVATAR

Today | present to you a partial data breach from Astoria. This leak includes many tables taken from the Astoria database, including some partial custom tables.

. Astoria claims our data is fake. This is proof that we pulled the data from their weak SQL configuration.
Firefly1z B
Premium
Fijoy?

Mar 6, 2021

astoria_partia.tar.gz - AnonfFiles
om

L Report

Figure 8 "Firefly13" offers some of the Astoria d
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