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APPENDIX 
 
 
 
 
 

 
 

Figure 1 Dark0de listing by "shinyhunters" asked USD $250,000.00 for Astoria Company - 300m 
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Figure 2. “Seller13” listed Astoria data for sale for 3 BTC on Raid Forums on February 14. It would later be updated 
as “SOLD!” on February 19. 
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Figure 3. "Seller13" listed Astoria data for sale for 5 BTC on Exploit.in on February 15. The contact Jabber provided 

was Seller13@xmpp.ae 
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Figure 4. "World Wide Tech" listed Astoria data for sale on March 6 on XSS.is. The contact Jabber provided was 
Seller13@xmpp.ae 

 

Figure 5. "Seller13" sends a message to Astoria's CEO, claiming that they exfiltrated the data via SQL commands. 
Partial image. 
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Figure 6. ShinyHunters denies involvement in Astoria incident and claims that Seller13 is really Troia. 
 
 

Figure 7. "Firefly13" offers some of the Astoria data for free on XSS.is. Russian version. 
 
 

 
Figure 8 "Firefly13" offers some of the Astoria d 


